
 

 

Coastal Academies Trust 

IT Acceptable Use Policy 2026 
As a professional organisation with responsibility for children’s safeguarding it is important that all 
staff take all possible and necessary measures to protect data and information systems from infection, 
unauthorised access, damage, loss, abuse and theft. All members of staff have a responsibility to use 
the school’s computer systems, in whichever way this is accessed, in a professional, lawful, and ethical 
manner. To ensure that members of staff are fully aware of their professional responsibilities when 
using Information Communication Technology and the school systems, they are asked to read and sign 
this Acceptable Use Policy.   

This is not an exhaustive list and all members of staff are reminded that ICT use should be consistent 
with the school ethos, other appropriate school policies, relevant national and local guidance and 
expectations, and the Law. 

 

●​ I understand that Information Systems and ICT include networks, data and data storage, 
online and offline communication technologies and access devices. Examples include 
laptops, mobile phones, tablets, digital cameras, email and social media sites. 

●​ I will use ICT in line with the local school’s procedures, risk assessments and guidance. 

●​ School owned information systems must be used appropriately.  I understand that the 
Computer Misuse Act 1990 makes the following criminal offences: to gain unauthorised 
access to computer material; to gain unauthorised access to computer material with 
intent to commit or facilitate commission of further offences or to modify computer 
material without authorisation.  

●​ I understand that any hardware and software provided by my workplace for staff use can 
only be used by members of staff and only for educational use. To prevent unauthorised 
access to systems or personal data, I will not leave any information system unattended 
without first logging out or locking my login as appropriate. 

●​ I will respect system security and I will not disclose any password or security information 
and will use a ‘strong’ password.  A strong password is currently set on the system to 14 
characters minimum for all users with complexity requirements of at least 1 of the 
following: Capital letter, Number, symbol etc.  These are set to expire and change every 
9 months.  The system is set to lock out after 5 incorrect password entries. 

●​ I will not attempt to install any purchased or downloaded software, including browser 
toolbars, or hardware without permission from the system manager.  

●​ I will ensure that any personal data of pupils, staff or parents/carers is kept in 
accordance with GDPR.  Staff must familiarise themselves with the schools Data 
protection policies. Any images or videos of pupils will only be taken and used as stated 
in the school image use policy and will always take into account parental consent. 

●​ I will not keep or access professional documents which contain school-related sensitive 
or personal information (including images, files, videos, emails etc.) on any personal 
devices (such as laptops, digital cameras, mobile phones), unless they are suitably 
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secured and encrypted. I will protect the devices in my care from unapproved access or 
theft.   When in school I will ensure I am logged into the guest wifi on my own device 
and not the schools wifi. 

●​ I will not store any personal information on the school computer system including any 
school laptop or similar device issued to members of staff that is unrelated to school 
activities, such as personal photographs, files or financial information. 

●​ I will respect copyright and intellectual property rights. 

●​ I have read and understood the school online Safety policy which covers the 
requirements for safe ICT use, including using appropriate devices, safe use of social 
media websites and the supervision of pupils within the classroom and other working 
spaces. 

●​ I will report all incidents of concern regarding children’s online safety to the Designated 
Safeguarding Lead, and/or the Data Protection Lead, as soon as possible. I will report 
any accidental access, receipt of inappropriate materials, filtering breaches or unsuitable 
websites to the Designated Safeguarding Lead, and/or the Data Protection lead, as soon 
as possible. 

●​ I will not attempt to bypass any filtering and/or security systems put in place by the 
school. If I suspect a computer or system has been damaged or affected by a virus or 
other malware, or if I have lost any school related documents or files, then I will report 
this to the IT staff, and/or my line manager as soon as possible. 

●​ My electronic communications with pupils, parents/carers and other professionals will 
only take place within clear and explicit professional boundaries and will be transparent 
and open to scrutiny at all times. All communication will take place via school approved 
communication channels e.g. a school provided email address or telephone number and 
not via personal communication channels e.g. personal email or, social networking. Any 
pre-existing relationships or situations that may compromise this will be discussed with 
the Head Teacher and/or other member of the Senior Leadership Team.  

●​ If I use my own personal device to access school data including emails, i.e. from a mobile 
telephone or Ipad, I will ensure that I use a complex password and or fingerprint or 
similar.  If the device is lost, missing or stolen, I will change my email password and 
report this to the Head Teacher and IT immediately.  In school I will ensure I access the 
guest wifi rather than the schools wifi. 

●​ I will ensure that my online reputation and use of ICT and information systems are 
compatible with my professional role, whether using school or personal systems.  This 
includes the use of email, text, social media/networking, gaming, web publications and 
any other devices or websites. I will take appropriate steps to protect myself online and 
will ensure that my use of ICT and internet will not undermine my professional role, 
interfere with my work duties and will be in accordance with the school AUP and the 
Law. 

●​ I will not create, transmit, display, publish or forward any material that is likely to harass, 
cause offence, inconvenience or needless anxiety to any other person, or anything which 
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could bring my professional role, the school or the Coastal Academies Trust into 
disrepute. 

●​ I will promote online safety with the pupils in my care and will help them to develop a 
responsible attitude to safety online, system use and to the content they access or 
create. 

●​ I understand that all school-related information produced, collected and/or processed in 
the course of schools business remains the property of the school. This includes such 
information stored on approved third-party servers, websites and social networking 
sites, such as LinkedIn. 

●​ I understand that no information assets belonging to the school may be removed from 
school premises without the direct approval of the school. 

●​ I understand that school email addresses must only be used to create login accounts for 
school related activities and must not be used for social media, shopping, entertainment 
sites etc. 

●​ If I have any queries or questions regarding safe and professional practise online either 
in school or off site, then I will raise them with the Designated Safeguarding Lead, 
and/or the Data Protection Lead or DPO. 

●​ I understand that my use of the information systems, Internet and email may be 
monitored and recorded to ensure policy compliance.   

 

AI Section: 

As a member of staff at Coastal Academies Trust, you are encouraged to explore the use of 
Artificial Intelligence (AI) to enhance teaching, learning, and administrative efficiency. However, 
this must be balanced against our statutory obligations regarding data protection and 
safeguarding.   

Staff AI Code of Conduct: [Microsoft 365 / Google Workspace] Edition 

1. Use of Approved "Protected" Environments 

Authorised Tools Only: Staff must only use [Microsoft Copilot / Google Gemini] while signed 

in to their official school account. 

Avoid Personal Accounts: Using personal ChatGPT, Claude, or Gemini accounts for school 

work is strictly prohibited, as these "consumer" versions do not offer the same data privacy 

guarantees and may use school data to train their models. 

Verification of Protection: Always look for the "Protected" or "Enterprise Data Protection" 

shield icon in the interface before inputting work-related queries. 
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2. Data Handling & Prompting 

Internal Data Only: While your data is "protected" within our [Tenant/Domain], you should 

still minimise the use of sensitive PII (Personally Identifiable Information). 

No External Sharing: Do not use AI to summarise or analyse highly sensitive documents (e.g., 

EHCPs, Safeguarding referrals, or HR disciplinary files) unless specifically authorised by the 

DPO, even within the protected school environment. 

Prompt Integrity: Ensure that prompts do not inadvertently disclose confidential Trust 

strategies or "unreleased" information to the AI provider. 

3. Integrated Features (Copilot/Gemini in Docs/Teams) 

Meeting Summaries: When using AI to summarise meetings (e.g., Teams Premium or Google 

Meet AI), all participants must be informed at the start of the session that an AI summary is 

being generated. 

Drafting Emails: AI-generated emails to parents or external agencies must be manually 

reviewed. The school remains liable for any "tone of voice" issues or factual errors in 

AI-drafted correspondence. 

4. Output Validation & "Human Authority" 

The "Final Read" Policy: Staff must not "Copy & Paste" directly from the AI sidebar into a 

student-facing resource or official document without a full manual review for accuracy and 

pedagogical suitability. 

Citation: When AI assists in creating a curriculum resource, staff should note: "Developed 

using [Microsoft Copilot/Google Gemini] within the [School Name] protected environment." 

 

⚠️ Comparison: What’s the difference? 

Feature Consumer AI 

(Free/Personal) 

School Enterprise AI (Copilot/Gemini) 

Data 

Training 

Your data is used to train 

the AI. 

Your data is NOT used to train the AI. 
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Privacy Data can be seen by the 

provider. 

Data is encrypted and private to the 

School. 

Policy Violates School AUP. Approved for professional use. 

 

The School may exercise its right to monitor the use of information systems, including Internet access 
and the interception of e-mails in order to monitor compliance with this Acceptable Use Policy and the 
School’s Data Security Policy. Where it believes unauthorised and/or inappropriate use of the service’s 
information system or unacceptable or inappropriate behaviour may be taking place, the School will 
invoke its disciplinary procedure.  If the School suspects that the system may be being used for criminal 
purposes or for storing unlawful text, imagery or sound, the matter will be brought to the attention of 
the relevant law enforcement organisation.  

 

This policy should be read in conjunction with: 

●​ Online safety policy 

●​ Cyber security policy 

●​ Child Protection Policy 

●​ GDPR/Data Protection Policy 

●​ Local school risk assessments e.g. Video lessons risk assessment. 
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